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Why listen to me on Cyber Security?

* Joined the British Government
— At 17 years old
— Hacked for them for 15 years

* Includes National Cyber
Security Centre

— Get other Govt. hackers out
of UK critical systems
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Clearwater Digital

* Maritime Intelligence Company
— Cyber Security: Qil & Gas, Insurance, Shipping
— Malaysia, Norway, London

* Clearwater Digital
— Tech Startup

— Cloud cyber security
— Business Email Compromise & Invoice Fraud mitigation

clearwaterdigital.io
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Summary — The Cyber Threat

* There are many different cyber
threats

*  You are more likely to face threats @

from
— A bored teenager
— A Nigerian fraud gang

e Lots of media focus on
Government

— Deal with the easier threats
first

INTERNATIONAL DIRECTORS SUMMIT 2019 | #IDS2019 q ICDM

tttttttttt f Corporate
Directors Malaysia




Risk Management Approach

* You will never be 100% secure or “hack proof”

* Risk management

What skill and capability is required

And how long did it take?

Did it take a teenager 2 hours or a government 4 weeks?
Don’t treat cyber security as just an “IT problem”

* Risk Impact

— Will key stakeholders think you took ‘reasonable measures’?

INTERNATIONAL

Insurance Companies & Regulators
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Demo — Hacking WhatsApp



Hacking tools — it’s about money.
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INTERNATIONAL

WhatsApp Hack

[8) Elcomsoft eXplorer for WhatsApp - X
File View Help

Backups Library
Cancel

Download data from iCloud

415 PM
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‘Encrypted’ Messaging Considerations

 Many use WhatsApp for DATA DILEMMAS
business Apple’s iCloud service in China will be
_ It can be hacked managed by a data firm started by the
government

— It can end up in court

Sony Film Executives

Apologize for Racially

—_— i ? " 1
How is Fh? data stored: Tinged Emails About Obama
— Where is it stored?

— What legal jurisdiction does
the company operate under?

 The board should always know

By Brooks Barnes and Michael Cieply
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Teenage Hackers

* Simple hacks
— Mostly following Youtube videos

— Thousands of bored teenagers
doing this every night

* Common scenario
— Your system was secure on day one
— 4 years later, not updated
— Human error during a change

— More common with move to cloud
computing

INTERNATIONAL SUMMIT 2019 | #IDS2019

O YouTube"

Searcff Q i

Thai Thai Must Try!
KFCMalaysia

GET ITNOW

Ejen Ali The Movie - Official

Drama Spontan 13: Arwah AWAK TELALU BOEK UNTUK

M

ICDM

Institute of Corporate
Directors Malaysia



Real World — Hacking corporate email in <5Sminutes

Username

Password

| Stay signed in

Version Default B What's This?
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2019-
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% Reset All
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Search
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Overflow
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Teenage Hackers - Impact

e Often motivated by attention TECHNOLOGY
_ May leak their hacks tothe T Personal data on 202
Media/Press million Chinese jﬂh'
— Dump personal data on the seekers left exposed on
Internet insecure datahase

— Highly embarrassing

In early September, security researchers spotted that 30 million

° Wh at |f it's a 3rd pa rty su p p | ie r? records from Malindo Air, as well as fellow Lion Air subsidiary
. . Thai Lion Air, were posted on online forums. The files appear to
— Who do the journa lists call? have been left on a publically available online server.

— Who gets the PR damage?
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Teenage Hackers — Mitigation?

* This is already happening to you
— You just don’t know if they are getting in or not!

* Recommendation
— Develop a continuous vulnerability scanning programme.
— Include your 3™ party provided IT systems if possible.
— Integrate the findings into corporate risk management.
— Fix embarrassing issues before someone else finds them.
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Business Email Compromise (BEC)

* Hacking to steal money
— Invoice Fraud
— Salary Fraud

— Mortgage Fraud % ) Public Service Announcement (:~
%:er:"h{;;/ FEDERAL BUREAU OF INVESTIGATION X b
 Estimate 5300 m dollars moved September.10,.2019 | BUSINESS EMAIL COMPROMISE THE $26 BILLION
SCAM
eaCh month _AIertNumEJer

— Source: US Govt.

* Likely the biggest cyber risk to

most orgs.
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BEC — What’s the impact?

24 hours after you send the money, low chance of recovery
— Difficult for police

Can cause conflict with business partners
— Who was hacked? Us or our supplier? Or both?

Are you covered by your insurance provider?
— Are you really sure?
— Do they have a “reasonable protection measures” clause?
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Who is behind Business Email Compromise?

JOHANN RUPERT « TREVOR NOAH'S NEW YORKBLUES
JUNE 2016 EDITION _

 Need a country with ‘relaxed’
banking compliance

— Nigeria
— Eastern Europe

e Target English language
transactions

— South East Asia highly
attractive
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How do they target?

Learn New S
Free for 1 Md

in Q Search

Shangri-La Hotels and Resorts
Hospitality - Quarry Bay - 454,987 followers

Welcome to Shangri-La Hotels and Resorts. A global luxury hotel group where ho
from the heart is in our nature.

+ Follow Visit website (7 [ =JJEY IR
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* Phishing = Some type of
malicious email

 Normally a fake login page

* They look very realistic
— Clever people will fall for it

Hacker has your password
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Automated Hacking

* We monitor Office365 & Gsuite for N
clients -

— 50,000 password hack attempts n
every week / every client

- EURC. © noad
- Board visibility *

— How many of your finance staff are AFRICA
logging in from Nigeria today? S0U T T
] z Count
94 - 8,051.5
© 8,051.5 - 16,009
 How many staff have | $oEI52160s:
Company2019! as their password? ® 23,9665 - 31,924

— Normally 2% <-> 8%
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Detection Case Study — Invictus Obi (Alleged*)

° U S/U K CO n Stru Ctio n CO m pa ny JOHANN RUPERT:» TR%YO‘I}.P??HS NEW YORK BLU‘E t

e CFO’s Office365 accessed at least
464 times from Nigeria
— Email and OneDrive documents.

* Many hackers do not care about
their footprint

— They assume no one is watching
— Often true! UNDER 30

DOLLARS AND DASH:

They lost approx. S11M USD.

ICDM
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What information do they want?

e Control of the email accounts of
anyone who
— Handles financial transactions

— Authorizes payments or

email that fraudulently acquired sensitive log-in details of their

invoices
. . Chief Financial Officer (CFO). Posing as the CFO, the intruder
— Th ey wi Il download eve ryth INg then sent wire transfer requests to the Unatrac internal Finance
team leading to several transfers amounting to $11 million (N3.9
billion).

* Use technology to exploit Trust

— Pose as your employees

— Manipulate the emails they can
read
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But we changed the passwords?

ﬂi Outlook | v

* Email Forwarding

— All your CFQO’s email is Email forwarding  inbox > Options > Email forwarding
aUtomatica“y forwa rded toa You can forward your mail to one other email account.
Hotmail account Important note: Please sign in at least once every 365 days—otherwise

— There is no notification to the o Den'tforward
hacked employee ® Forward your mail to another email account

Where do you want your messages to be sent?

* |s this happening in your i . ’
? cample: name@example.com
CO m pa ny ' v| Keep a copy of forwarded messages in your Outlook inbox.
— Hackers

— Employees sending company
data to personal accounts
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You kicked them out?

* They buy a misspelled version of Registrant Fax Ext:
your company domain Registrant Email: elvisstaff@outlook.com
— Easy, cheap and anonymous Registry Admin ID: Not Available From Registry
— E.G malaysia-airlines.com Admin Name: Elvis Staff
Admin OrganibZistiK

* They already Admin Street: 67 crecent ajegunle

— Have documents and email Adnin City: lkeja

signatures Admin State/Province: Lagos
— Know your business processes Adnin Postal Code: 160032

Admin Country: NG
Admin Phone: +234.80564863247

 The email your employees or your
customers from fake domain

— Ask to change bank account
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Real Life Example

A - .
268 10k Find Files | Selection %o a QTG

® ®

malay siaaifines .com malaysiaairines .com.au

P—%
P N o (q‘ I@
‘_ ‘g’ ‘!:’ % ‘?" ma]ayia;l.'iines.com Australiz

malaysiaairlines.nl malysiaairines.com British “dirgin Islands malaysiaarlines.com /
(““\’
P B -
(.\’ malaysiaaiinesystem.com

malaysiaiarlines.com
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Impacts — Business Email Compromise

 Would the banks stop this? KYC etc?
— Often not
— Scammers may use a Malaysian bank account

* Do you tell your customers if you are hacked?
— Difficult decision for senior management.

* Did a supplier complain they have not been paid after a bank account
change request?

— Recommend you investigate for signs of intrusion into your network.
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BEC - Key Corporate Considerations

* Clever people will fall for phishing attacks
— |If people are scared to report internally, it helps the scammers.

* This is more than just “IT’s problem”.
— Information sharing after a suspicious event can improve vigilance.
— This more about people and trust than “just IT”.

* Never just change a password and forget about it.
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BEC - Future Threat Landscape

* Most companies are moving IT to the cloud
— Office 365 / Google Gsuite etc

* Every cloud-powered organisation has very similar technology
— Easy for hacking groups to scale attacks
— They don’t have to spend time learning internal networks

* Do not assume moving to the cloud will solve all your security problems
— Your personal email account will probably alert if you login from a home country

— Your corporate Office365 will let your account be accessed from Nigeria without a
warning
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High Skill Hacking Groups
* The “ransomware” industry

e Ransomware?

— All/Most your machines are
encrypted

— All/Most of your backups are
encrypted

RYOK RANSOMWARE

e Extortion demand

— If you pay, you get a ‘key’ to
unlock the data
— 1-year tech support!
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Famous Incidents

CYBER RISK
SEPTEMBER 6, 2018 / 3:13 PM / A YEAR AGO

U.S. charges North Korean hacker in
Sony, WannaCry cyberattacks

Norsk Hydro ransomware incident losses
reach $40 million after one week
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Who?

Ehe New Hork Eimes
* Highly skilled hackers

— Mostly Russian, Chinese and

some Iranians Obama and Xi Jinping of China

Agree to Steps on Cybertheft
* Use the hacking techniques that
invoice fraudsters use

REUTERS Q
— Then some extra ones
° But they need |eSS financial AUGUST 7, 2019 / 2:31 PM / 2 MONTHS AGO
scamming skill Chinese government hackers suspected
— As they ask to be paid in of moonlighting for profit

crypto-currency
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How?

e Malware sent via email
— Might only work < 0.5%

B M -

* Automatically emails the malware TrickBot malware may have hacked

to everyone in your contact list 250 million email accounts
Including millions belonging to governments in the US
* If they can’t get bank account et
logins
— You are “traded” to a
ransomware gang




Execution

* They will take control of your IT staff accounts
— Achieve full control over your IT network and backup system
— If this takes too long, they will move on to someone else!

 Ransomware will encrypt everything at the same time

* You will come in to a extortion message
— With a crypto-currency demand
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Impact

* Many orgs assume their backups are tamper proof
— Then are horrified when they are gone also

* Pay the extortion threat?
— Speak to a lawyer.

* |If you respond well, reputational damage may not be catastrophic.
— Norsk Hydro (Norway) seen as responding well.
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Ransomware - Mitigation Strategies

 What does your insurance provider think?
— Do they class this as cyberwarfare?

 ‘Red Teaming’
— “Trust but verify” board level approach to IT/suppliers
— Emulate the attacker
— Or get ask someone in to ask probing questions

e ‘Scenario Planning’
— If this happens to us, how quickly can we get up and running?
— Do we have a disaster response plan?
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Ransomware — Mitigation Strategies (2)

* These are technically far more advanced than teenagers or cyber-
fraudsters

— Your IT network will need to have very good defenses

* Are you sure your data backups cannot be tampered with?
— Did someone tell you it would be OK?
— Ordid you test it?
— If your IT supplier tells you this, what do you have in your contracts?
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Governments

* Most I
— Not interested in 99% of Nort6h K(l)\/];?lell'n Hé\l;{k%beHave Ral?ed
companies in $670 Mi 10»n ia Cyberattacks
— Won't steal your money or ’ o
break your IT

e Some Shamoon malware destroys data at
: Italian oil and gas company
N Mlght steal your money About a tenth of Saipem’s IT infrastructure infected
— Useyouina wider cyber with infamous data-winina Shamoon malware.

conflict (Iran & Saudi)
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Governments (2)

Cybersecurity

Vietham ‘State-Aligned’
— Might steal your Intellectual Hackers Are Targeting Auto

e Afew

Property for their own Firms, FireEye Says
industries
60 Minutes
* Not about aircraft designs Investigates
anymore! Chinese Cyber-

espionage in
Wind Industry
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Government Hacking — Key Considerations

e |f a Government is uses an
expensive hacking tool, they risk

— Getting attributed & losing the
tool

* They will try to use the same
tools as Teenagers & Nigerian
Fraudsters first

— | recommend you mitigate
those threats first
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& Finance ) Diplomatic / Embassies  (¥) Energy / Infrastructure
A Government &) Research institution = University

High infection rate
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Russian Federation 42/ ()= =9 % # 2
Pakistan 425 =X Q
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India @)=@)@

China @2 ,%53’1
Syria @2 7 .
’

Mali (&%)

Medium-level infection rate

United Arab Emirates (&2
Algeria (¥/(2
Kenya 42
United Kingdom @ ©/(2
Libya =2
Mexico G142
Qatar (2
Egypt =2

GREAT  KASPER§KY?

q Institute of Corporate
Directors Malaysia




Real World Government Case Study

ANDY GREENBERG SECURITY 18.84.2818 B1:41 PM

How Russian Spies
Infiltrated Hotel Wi-Fi to

Hack Victims Up Close

Further investigation revealed that one of the Russian intelligence
officers operating in the Netherlands had also been active in
Malaysia, targeting the investigation of the crash of Malaysia Airlines
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Hacking on the Hotel WiFi

@ Menu 8 = @ 2% Thu 11 Apr, 10:59|

+ root@cpentest: /pentest/exploitation/responder
File Edit View Search Terminal Tabs Help
pents : P /gladius root@cpentest: /pentest/exploitation/responder

SMB server [ON]
Kerberos server [ON]
SQL server [ON]
FTP server [ON]
IMAP server [ON]
POP3 server [ON]
SMTP server [ON]
DNS server [ON]
LDAP server [ON]

HTTP Options:
Always serving EXE
Serving EXE
Serving HTML
Upstream Proxy

Poisoning Options:
Analyze Mode

Force WPAD a

Force Basic Auth
Force LM downgrade
Fingerprint hosts

Generic Options:
Responder NIC
Responder IP
Challenge set

Don't Respond To Names

Listening for events...
[LLMNR] Poisoned ans! t .16 .5 for name LAPTOP
Poisoned ansy J

[Videos] [VLC mediapla

ICDM
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Mergers & Acquisitions

* MR&A is avery complicated IT
problem

— “temporary fixes” are done

e If your secure & modern IT
network is ‘joined’ to another
network

— The hacker can just jump
across
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Government Hacking — Key Considerations (2)
* Protect against the teenagers, fraudsters and ransomware gangs first

* Then you force the Governments to use their advanced tools
— 95% of companies will not be reasonably expected to prevent this

 Then you need help from your Government.

INTERNATIONAL SUMMIT 2019 | #IDS2019 4" ICDM

tttttttttttttttttttt
aaaaaaaaaaaaaaaaa




Recommended Actions

* For these cyber threats
— What insurance do you have and what clauses are there?
— What is in place with your third-party suppliers?
— When was your disaster recovery plan last practiced?

* Your data
— Where is it? What legal jurisdiction?

— Who's accessing it? Did your CFO really log in from Nigeria this
morning?
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Summary

* Key Questions
— How long did it take the hackers?
— What grade of skills and tools did they use?
— Did it take a teenager 2 hours or a Govt. 4 weeks?

 What is your risk tolerance?
— Key stakeholders — Board, Investors / Major Shareholders / Regulators
— How good are our competitors?
— Your Insurance provider

* Cyber Security is not just an “IT problem”

INTERNATIONAL SUMMIT 2019 | #IDS2019 4“ ICDM

Institute of Corporate
Directors Malaysia




Questions?

http://clearwaterdigital.io

chris.sturgess@clearwaterdigital.io
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